o security

Synergis Master Controller
Configuration Guide 2.1

Click here for the most recent version of this document.



http://downloads.genetec.com/SMC/2.1/Documents/EN.Synergis%20Master%20Controller%20Configuration%20Guide%202.1.pdf

Copyright notice

© 2013 Genetec Inc. All rights reserved.

Genetec Inc. distributes this document with software that includes an end-user license agreement and is
furnished under license and may be used only in accordance with the terms of the license agreement. The
contents of this document are protected under copyright law.

The contents of this guide are furnished for informational use only and are subject to change without notice.
Genetec Inc. assumes no responsibility or liability for any errors or inaccuracies that may appear in the
informational content contained in this guide.

This publication may not be copied, modified, or reproduced in any form or for any purpose, nor can any
derivative works be created therefrom without Genetec Inc/s prior written consent.

Genetec Inc. reserves the right to revise and improve its products as it sees fit. This document describes the
state of a product at the time of document’s last revision, and may not reflect the product at all times in the
future.

In no event shall Genetec Inc. be liable to any person or entity with respect to any loss or damage that is
incidental to or consequential upon the instructions found in this document or the computer software and
hardware products described herein. The use of this document is subject to the disclaimer of liability found in
the end-user license agreement.

"Genetec", "Omnicast", "Synergis", "Synergis Master Controller", "AutoVu", "Federation", "Stratocast", the
Genetec stylized "G", and the Omnicast, Synergis, AutoVu, and Stratocast logos are trademarks of Genetec
Inc., either registered or pending registration in several jurisdictions.

"Security Center", "Security Center Mobile", "Plan Manager", and the Security Center logo are trademarks of
Genetec Inc.

Other trade names used in this document may be trademarks or registered trademarks of the manufacturers
or vendors of the respective products.

All specifications are subject to change without notice.

Document information

Document title: Synergis Master Controller Configuration Guide 2.1
Document number: EN.702.003-V2.1.B(2)
Document update date: December 11, 2013

You can send your comments, corrections, and suggestions about this guide to
documentation@genetec.com.

gtap.genetec.com | Synergis Master Controller Configuration Guide 2.1 ii
EN.702.003-V2.1.B(2) | Last updated: December 11, 2013


mailto:documentation@genetec.com?subject=Genetec%20Security%20Center%20Documentation%20Feedback&body=DOC.%20TITLE:%0A%0ADOC.%20NO:%0A%0ACOMMENTS:%0A%0ASPECIFIC%20PROBLEMS:
https://gtap.genetec.com

About this Guide

This guide describes how to configure Synergis Master Controller for use with Security Center.
It assumes you are familiar with the Security Center 5 platform, and specifically with Synergis
access control system.

This guide supplements the Security Center documentation, and the Synergis Master Controller
Hardware Installation Guide. You may also require the Synergis Master Controller Integration
Guides that provide specific instructions regarding the third-party hardware you have in your
system. For more information, see "Where to find product documentation" on page 46.

This guide does not include information that is available in third-party documentation, such as
the details of the inputs and outputs found on your interface modules, nor does it describe any
third-party configuration software.

Notes and notices

This section explains how the following notes and notices are used in this guide:

o Tip. Suggests how to apply the information in a topic or step.
o Note. Explains a special case, or expands on an important point.
o Important. Points out critical information concerning a topic or step.

e Caution. Indicates that an action or step can cause loss of data, security problems, or
performance issues.

e Warning. Indicates that an action or step can result in physical harm, or cause damage to
hardware.
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Infroduction to Synergis Master
Controller

This section provides an overview of Synergis Master Controller and how it works with Security
Center.

This section includes the following topics:
e "What is Synergis Master Controller?" on page 2
e "How SMC works with Security Center" on page 3
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What is Synergis Master Controller?

What is Synergis Master Controller?

Synergis Master Controller (SMC) is Genetec’s access control unit that supports a variety of third
party interface modules over IP, USB, and RS-485. SMC is seamlessly integrated to Security
Center, and is capable of making the access control decisions independently of the Access
Manager. SMC and accessories can be housed inside an enclosure that make up the Synergis
access control system.

NOTES
o For a hardware description of the Synergis access control system, assembly and installation
instructions, see the Synergis Master Controller Hardware Installation Guide.

o For a complete product description and specification, see “Synergis Master Controller” on
www.genetec.com.

A Controller module  Processing component of SMC with IP capability, pre-loaded
with the controller firmware and a web-based administration
tool, Controller Portal.

B Four-port RS-485  RS-485 communication component of SMC with four ports (or
module channels) named A, B, C, and D. The number of interface
modules you can connect to each channel depends on the type
of hardware you have. In configurations where interface
modules only use IP or USB connections, the Four-port RS-485
module is not needed.
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How SMC works with Security Center

How SMC works with Security Center

SMC works with the Security Center to manage your access control system. The controller
module, interface modules, and power supply are housed inside an enclosure to provide the
Synergis access control solution.

Security Center

Access
Server  Manager role

S €

Configuration:
- Config Tool
- Controller Portal

E s Interface
- Module

Synergis
Master
Controller

Doors and readers

Interface i Interface i
Modules = Modules =
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Doors and readers Doors and readers Doors and readers Doors and readers

Interface
Modules
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Getting started with Controller Portal

This section provides an overview of Controller Portal, the web-based administration tool for
SMC. You'll learn how to log on to your SMC unit from Controller Portal, and how to navigate
in Controller Portal.

This section includes the following topics:
o "What is Controller Portal?" on page 5
e "Logon to SMC" on page 6

¢ "Change the logon password" on page 7

o "Controller Portal interface tour" on page 8
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What is Controller Portal?

What is Controller Portal?

Controller Portal is the web-based interface for the configuration and maintenance of SMC. It
allows you to connect to an SMC unit using a web browser.

Controller Portal allows you to perform the following tasks:

Change the security password required to log on to the SMC unit.

Configure the network settings on the SMC unit so it works on your system.
Configure SMC to accept connections from specific Access Manager servers.
Configure the properties of the interface modules attached to the SMC unit.
Configure the access control behavior for SMC, in both online and offline modes.
View the activity logs stored on the SMC unit.

Test and diagnose the interface module connections to the SMC unit.

View and export the SMC status and configuration.

Upgrade the SMC firmware.

Restart the SMC hardware or software.

Update security clearance levels assigned to Security Center areas manually on the SMC
unit when the connection to the Access Manager is lost.

NOTE You cannot perform the following tasks with the Controller Portal. You have to use the
Config Tool instead.

Enable/disable the Mixed mode operation.

Assign devices (input/output contacts, readers) to doors and zones.

Configure individual door and zone properties.

Configure Card and PIN readers so both the card and the PIN are required to grant access.
Configure IO linking.

For more information, see “Deploying Synergis” in the Security Center Administrator Guide.
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Log on to SMC

Log on to SMC

Before you begin: You need to know the following information to log on for the first time.

o The SMC hostname is SMC followed by the controller’s MAC address, which is the first
alpha-numeric code on the label sticker on the controller module. For example, if the label
says 0010F31A176A, then the default hostname is SMC0010F31A176A.

o The default username and password are admin and softwire. Change them after your first
logon.

¢ Only one user can be connected to SMC at any given time. By logging on, you'll log off the
person logged on before you.

To log on:

1 (First time logon only) Connect the SMC’s LAN 1 connector to your LAN.

For the location of the LAN 1 connector on the controller module, see "What is Synergis
Master Controller?" on page 2.

N

Open a web browser.

3 In the browser’s address bar, type https:// followed by the SMC hostname or IP address
(for example, https://SMCO010F31A176A).

If you are unable to connect to SMC using its hostname and you haven't yet configured its
IP address, then "Log on to SMC using the alternate IP address” on page 33.

4 (New browser session only) If you opened a new browser session to log on to SMC, you’ll
get a certificate error message.

Follow your browser’s on-screen instructions to continue to the website.
NOTE You won't see the message again unless you close and re-open your browser to log on
to SMC.

5 In the Synergis Master Controller - Logon page, select the interface language.

6 Enter the username and password, then click Log on.
The Controller Portal - Home page appears.

After you are done: (Before you deploy the SMC unit in the field) "Change the logon password"
on page 7.
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Change the logon password

Change the logon password

Best practice: If you are logging on to the SMC for the first time, the default username and
password are admin and softwire. We recommend that you change the default password before
you deploy the SMC unit in the field.

1 "Logon to SMC" on page 6.

2 From the Controller Portal - Home page, click Users.

3 From the User configuration page, select the user you want to modify and click Change
password.

4 In the Change password dialog box, enter the new password twice and click Apply.
The new password is applied immediately.

After you are done: If the unit was already connected to an Access Manager, you must also
change the logon password in the Config Tool. See "Keep the Access Manager in sync with the
SMC unit" on page 29.
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Controller Portal interface tour

Controller Portal interface tour

The Controller Portal’s Home page is divided into tasks used for configuration, investigation,
and troubleshooting and maintenance.

\ t . ‘ A hitps/100.. 0~ @ X | o Controller Portal

€ Home Log off (admin) | About | Help Controller Portal - Home

2 Configuration

: " —~
Hardware ” Users \( L' Lock pairing mode

Logging g8 Access control

Security clearance levels

\, Investigation

& Troubleshooting ; Download support logs ] =5 IO diagnostics

@ Maintenance

' System status @ Firmware upgrade System restart

The links on this page are described in the following:

¢ Home. Returns to Home page.
o Log off. Logs you off from SMC and displays the Logon page.
When you are logged on, the username is shown in brackets.
o About. Shows the SMC firmware version and copyright information.
o Help. Opens the Synergis Master Controller Configuration Guide in a separate browser page.

o Network. Opens the network configuration page, which is where you configure the SMC
unit to work on your network (see "Configure the SMC’s network properties” on page 13)
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Controller Portal interface tour

and the Access Manager it should obey to (see "Switch the SMC unit to a different Access
Manager" on page 31).

o Logging. Used to configure the event logging options for troubleshooting purposes. For
more information, see "Configure the event logging options" on page 24.

o Access control. Used to configure the access control behavior that applies to all interface
modules connected to the SMC unit. For more information, see "Configure the unit-wide
access control behavior" on page 21.

o Hardware. Used to define the interface modules attached to the SMC unit. For more
information, see "Configure the interface modules attached to SMC" on page 15.

o Users. Used to configure who has the rights to log on to SMC and change its configuration.
For more information, see "Change the logon password" on page 7.

o Lock pairing mode. (Only applicable to Assa Abloy IP locks) Used to discover IP locks on
the network. For more information, see “Configure IP locks attached to SMC” in the
Synergis Master Controller Integration Guide for Asso Abloy IP Locks.

o Primitive key store. (Only applicable to STid readers) Used to change the Signature and
Encipherment keys used to communicate with the STid readers controlled by SMC. For
more information, see “Changing the default communication parameters” in the Synergis
Master Controller Integration Guide for STid readers.

o Security clearance levels. (For threat level management) Used to change the Security
clearance assigned to areas when the connection between SMC and its Access Manager is
lost. For more information, see "Setting security clearance levels manually" on page 42.

o Troubleshooting. Used to generate troubleshooting reports by querying the event log saved

on the SMC unit. You can view your report in the browser or export it to a file. For more
information, see "Generate troubleshooting reports" on page 35.

o Download support logs. (Only appears if Support logs are enabled) Used to download
support logs to help Genetec Technical Support troubleshoot your system. For more
information, see "Configure the event logging options" on page 24.

o IO diagnostics. Shows the IO diagnostics page for this SMC unit. Use this page to watch the
states of the contacts and readers change in real time as you perform tests with the devices
connected to the interface modules. For more information, see "Test the interface modules
attached to SMC" on page 19.

o System status. Shows a snapshot of your unit and network status. You can also export the
system information to a CSV file from this page. For more information, see "Viewing and
exporting system information” on page 37.

o Firmware upgrade. Used to upgrade the SMC firmware or to revert it to the previous
version (if available). For more information, see "Check and upgrade the SMC firmware" on
page 34.

o System restart. Used to restart the SMC hardware or software. For more information, see
"Restarting the SMC hardware or software" on page 41.
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SMC configuration

This section explains how to configure SMC for Security Center.
This section includes the following topics:

o "Configuration prerequisites” on page 11

o "Configuration process overview" on page 12

o "Configure the SMC’s network properties" on page 13

¢ "Configure the interface modules attached to SMC" on page 15
o 'Test the interface modules attached to SMC" on page 19

o "Configure the unit-wide access control behavior" on page 21

o "Configure the event logging options" on page 24

o "Enrolling the SMC unit in Security Center" on page 26
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Configuration prerequisites

Configuration prerequisites

Before you begin configuring the SMC unit, do the following:

Read the Synergis Master Controller Release Notes for any known issues and other
information about the release.

Have a computer equipped with a network card, Ethernet cable, and a web browser.
(Optional) Have the IP address assigned by your IT department to the SMC unit.
Configure the hardware settings (DIP switches, address dials, etc.) to their final position on

the interface modules. For more information, see the Synergis Master Controller Integration
Guide for the hardware types you have.

Connect the interface modules to the SMC unit through the proper communication
channels.
NOTE Because each hardware manufacturer uses a different communication protocol, all

interface modules connected to the same RS-485 channel must be from the same
manufacturer.

Physical devices (REX, door sensors, etc.) should be connected as well, but can be replaced
by test switches and LEDs during the configuration phase. For more information, see
Synergis Master Controller Hardware Installation Guide.

Download the latest SMC firmware from https://gtap.genetec.com.

Install and configure Security Center with at least one Access Manager role. For more
information, see “Deploying Synergis” in the Security Center Administrator Guide.
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Configuration process overview

Configuration process overview

Before you begin: Read "Configuration prerequisites” on page 11.

The following table summarizes the SMC configuration process.

Phase Description

1

SMC comes with a factory-assigned hostname. If your
network does not support DHCP, your IT department
must assign the controller a new IP address.

See

"Configure the SMC’s network
properties” on page 13

Make sure you have the latest SMC firmware, and
upgrade if necessary.

"Check and upgrade the SMC
firmware" on page 34

Physically attach the interface modules to the controller
module.

Synergis Master Controller
Hardware Installation Guide

Establish communication between the SMC and its
attached interface modules by configuring them in
Controller Portal.

"Configure the interface modules
attached to SMC" on page 15

Test your hardware connections and configuration and
make adjustments if necessary.

"Test the interface modules
attached to SMC" on page 19

Configure the access control behavior you want SMC to
exhibit.

"Configure the unit-wide access
control behavior" on page 21

(Optional) Select the event logs you want to be available
for troubleshooting.

"Configure the event logging
options" on page 24

Add the SMC unit to an Access Manager so it becomes
part of your Security Center system.

"Enrolling the SMC unit in
Security Center" on page 26
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Configure the SMC's network properties

Configure the SMC'’s network properties

You need to configure the SMC unit’s network properties so it can be reached on your Security
Center system’s network.

Before you begin: SMC comes with a factory-assigned hostname. If your network does not
support DHCP, your IT department must assign the controller a new IP address.
1 "Logon to SMC" on page 6.

From the Controller Portal - Home page, click Network, then Network properties.

3 Select the network interface used to connect the SMC unit to its Access Manager.
Local Area Connection corresponds to LAN 1.

= N =x)

%) R B Gee ] 5 e ol

£ Home Log off (admin) About Help Network

Hostname: |SMCOD10F31A

e s Tl Local Area Connection

L3

DHCP network setting:  Static P © DHCPE  DHCP with Static IP allocation @

IP address: |10.0.30.213
Subnet mask:  265.255.2562.0
Default gateway: | 10.0.28.1
Preferred DNS server:  10.0.1.220

Alternate DNS server: | 10.100.1.67

Discovery port: 2000

ir

4 Configure the SMC unit’s IP address and the network properties.
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Configure the SMC's network properties

IMPORTANT If the SMC is not on the same network segment as the Access Manager, then
the SMC's IP address must be static, or the DHCP server must be configured to always assign
the same IP address to the SMC. Otherwise, the SMC will not be able to communicate with
its Access Manager.

5 Change the Discovery port if necessary.

The discovery port is used by the Access Manager to find SMC units on the network. You do
not need to change it unless its default value (2000) is reserved by your IT department for a
different purpose.

6 Click Save ().

The controller firmware restarts, and you are automatically redirected to the SMC’s new IP
address.

After you are done: Continue with the next step in the "Configuration process overview" on
page 12.
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Configure the interface modules aftached to SMC

Configure the interface modules attached to SMC

An interface module is a third party device that communicates with SMC over IP, USB, or RS-
485, and provides input, output, and reader connections to the controller module.

Before you begin: Physically attach your interface modules to the controller module.

To establish communication between the SMC and the attached interface modules, you need to

configure them in Controller Portal.

1 "Logon to SMC" on page 6.

2 From the Controller Portal - Home page, click Hardware.

PR
(— .\;_.JJLJ https://10030.213/ui O ~ @ Cer_GX| o Controller Portal X

€ Home Log off (admin) About Help Hardware configuration

2] Properties 's 10 diagnostics
W SMCO010F31A1764

~ [ verix

@l Channel A (HID VertX)

Interface module type: V100

1)

Physical address: 1

Behavior mode:  [Card-inffree-out H

~ E\ Mercury Security

ir

Grant time (seconds):  5.00

@l Channel B (Mercury Security)

Extended grant time 2000 a
- (seconds): A
MR50-1
RS REX open time (seconds):  6.00 =
MR16IM-3 Held open time (seconds):  0.00 :

MR160UT-4
~ [18Tid

@l Channel C (STid)

Win open time (seconds):  0.00

Auxiliary min open time 0.00 -
(seconds):

REX unlock door:

s [T

W33/W358-99

[ wa3zrwase-127

V200-2 Doors
Bvaos

E= HoR =)
o vr £

m

Wl Channel USE (STid)
Comman AD limits

[ wazwzse-o

| ﬁ Refresh | Enabled: [
S——

| Clone "{:‘r‘ Add | ‘R Delete | |® Reset to factory settings

Selector H

Unda Save

3 In the Hardware configuration page, click Add (&p).
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Configure the interface modules aftached to SMC

4 Inthe Add hardware dialog box, select the Hardware type, the Channel, and the rest of the
interface module properties, which depend on the hardware type you selected.

@ Add hardware x

Hardware type:  [HID VertX

Channel: H
-

Physical address: 1 = 5 Add

Module ical address
type

For more information, see the Synergis Master Controller Integration Guide for the type of
hardware you have.

5 In the same dialog box, add all interface modules connected to the same channel.

Do one of the following:
« To add manually, click Add (&p).
= To discover, click Scan (2,).

The discover feature finds all interface modules from the same manufacturer that are
connected to the same channel and adds them to the list. For this to work, all of the
interface modules must use the same baud rate and be configured with a different
physical address.

6 Click Save ().

The hardware type, channel, and interface modules you just added appear in the hardware
tree.

7 For each interface module you just added, select it from the hardware tree, and configure its
settings in the Properties tab.

For the description of these settings, refer to the manufacturer’s documentation. Make the
changes as needed. See also "Change the default values" on page 17.

8 At the bottom of the page, click Save (|).

After you are done: Continue with "Test the interface modules attached to SMC" on page 19.
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Configure the interface modules attached to SMC

Change the default values

SMC is configured with factory default settings for all supported interface modules. You can
modify factory default settings and save them as the new default settings for each type of module.
This can simplify the configuration process when you have many interface modules of the same
type to configure.

1 From hardware tree, select the interface module you want to use as model.

2 In the Properties tab, make all necessary changes to its settings.

3 Click the grey star at the upper right corner of the page.
= |5 [ |

b

[ Save changes and set as default ]
LI

Your changes are saved as new default settings and the star becomes yellow. The next time you
add an interface module of the same type, your new default values will be used to initialize the

property page.

Clear new default values
Discontinue use of your new default values.

1 From hardware tree, select the interface module you set as default (with the yellow star).
2 In the Properties tab, click Clear default settings ({Z}) under the yellow star.

= [ E] [ |

{nr 2 £

Clear default settings

The star becomes grey. The next time you add an interface module of the same type, the factory
default settings will be used. See also "Cloning interface module settings" on page 18.

NOTE Do not confuse this button (Clear default settings) with the one found at the bottom of
the page (Reset to factory settings). The button under the yellow star only discontinues the use
of your custom default settings so that the next time you add an interface module of the same
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Configure the interface modules attached to SMC

type, the factory default values will be used. The button at the bottom of the page resets the values
on the current page to their factory defaults immediately.

Cloning interface module settings

To save time, you can add new interface modules by duplicating the settings of an existing
interface module and then make the changes that apply.

NOTE If you want to clone your interface modules, do not create them first. If you already did,
delete them first, then re-create them by cloning.

1 Inthe Hardware configuration page, add and configure one interface module as your
model for cloning.

2 Select that interface module you just configured and, at the bottom of the hardware tree,
click Clone (| _L').

3 In the Clone hardware dialog box, add all the interface modules you want to add based on
the selected model and click Save ([=)).

All you need to specify for each new interface module is the channel it is connected to and
the physical address. All other settings will be copied from the model interface module.

After you are done: Modify the settings of the cloned interface modules as required.

See also "Change the default values" on page 17.
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Test the interface modules attached to SMC

Test the interface modules attached to SMC

Before you begin: "Configure the interface modules attached to SMC" on page 15.

Test your hardware connections and configuration by monitoring their responses on the IO
diagnostics page in real time. You can customize this page to show the elements you want to
monitor.

1 "Logon to SMC" on page 6.

2 From the Controller Portal - Home page, click IO diagnostics.

= o=

e ©| # hitps://10030213/ui 2 ~ @ Cer.. & X | # Controller Portal
€ Home

Log off (admin) About Help Hardware configuration

0] Properties E;IO diagnostics
Mg SMCOD10F31A1764
View: | Interface Izl Entities: (Rl H
~ [ Vert

= =
~ @@ Channel A (HID VertX) V100-1 x
" Relays
# V100-1 Bus Interface Device Description
V200-2 c V100-1  Reader 1 Output DoorStrikeRelay gﬁ’i‘iﬁéiﬂiﬂ?{' EST. DLA
V300-3 Reader 1 Qutput AuxRelay
=~ E\ Mercury Security Reader 2 Qutput DoorStrikeRelay {léﬁgliocﬁ;eitzngezl;‘; EST. DLA
" @l Channel B (Mercury Security) Reader 2 Output AuxRelay D
MR50-1 ¥ Inputs
= Bus Interface Device State Contact type Description
MR52-2 e
| C WV100-1 Reader 1 Input RexSwitch D MNormally open E
MR16IN-3
Reader 1 Input DoorSwitch -\’ Normmally closed  Unknown

MR160UT-4
~ [28Tid

@@l Channel C (STid)

Reader 2 Input RexSwitch Normally open

Reader 2 Input DoorSwitch MNarmally open

Input TamperSwitch MNormally open

W33/W358-99

Input AcFailure MNormally open

[ wazw3se-127

N

Input BatteryFailure Mormally open

~ B8 Channel USE (STid) " Readers
[ wazmase-o
C V100-1  Reader1 9
‘ 5 Refresh | %

F=1

|"'1}' Add | |* Delete | Selector H

3 Select what you want to monitor in real time.

| Clone

a From the View drop-down list, select the type of element you wish to monitor.

b From the Entities drop-down list, select the entity you wish to monitor.
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Test the interface modules attached to SMC

¢ At the top of the page, click Add (g5).
The elements you selected are added to your page.
To remove a group of elements, click §§ at the upper right corner of the group.

Activate the devices (card readers, door sensors, door locks, and so on) attached to the SMC
unit through the interface modules.

If they do not behave as expected, check your connections and your interface module
configurations. See "Configure the interface modules attached to SMC" on page 15.

After you are done: Continue with "Configure the unit-wide access control behavior" on
page 21.
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Configure the unit-wide access control behavior

Configure the unit-wide access control behavior

Most interface module behavior, such as beeping on certain types of access control events, are
common to all interface modules attached to the same SMC unit. You configure these unit-wide
settings on the Access control page.

Before you begin: Some settings only apply to certain types of interface modules and are not
shown unless those interface modules are configured for your unit. See "Configure the interface
modules attached to SMC" on page 15.

To configure the unit-wide access control behavior:

1 "Logon to SMC" on page 6.

2 From the Controller Portal - Home page, click Access control.

3 In the Access control page, select the options you want SMC to support.

‘ https://10.0.. O ~ @ CC X| F Controller Portal

Access control

Access control behavior

=

Beep on door held open:

=l

Beep on door forced open:

=

Beep on access denied:

o

Interlock single unlock:

Do not generate 'Doar
open too long’ events when
door is unrestricted:

]

Card or PIN:

o

Degraded mode (Mercury, m

VertX):
L
Facility code: = I_‘
-
Lock relay:  |After door opened «
Lock relay delay 0o ~:p =~.p = "‘x____
(HH:MM:55): - - -

= Beep on door held open. The reader at the door beeps when the door is held open for too
long. The delay before the beep is a door property that needs to be set with Config Tool.
For more information, see the Security Center Administrator Guide. (Default=enabled).

TIP To stop the beeping caused by a Door open too long event, simply close the door.
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Configure the unit-wide access control behavior

= Beep on door forced open. The reader at the door beeps when the door sensor indicates
that the door is open while it is supposed to be locked. No beep will be heard if the Door
forced open event is ignored at the door. For more information, see the Security Center
Administrator Guide. (Default=enabled).

TIP To stop the beeping caused by a Door forced open event, scan a valid credential at the
door reader or manually unlock the door from Security Desk.

= Beep on access denied. The reader at the door beeps when an access request is denied.
(Default=enabled).

= Interlock single unlock. An interlock is a system with multiple doors where only one door
can be opened at any time. The standard behavior is to allow multiple doors to be
unlocked, but only one door to be opened by locking all other doors the moment one
door is open. Selecting this option changes the behavior to allow only one door to be
unlocked at any given time. (Default=disabled). For more information, see “Configure
interlock” in the Security Center Administrator Guide.

NOTE A change to this setting would take effect only after a software restart (see
"Restarting the SMC hardware or software" on page 41).

= Do not generate ‘Door open too long’ events when door is unrestricted. This option allows
you to ignore the Security Center setting to trigger Door open too long events when the
door is unlocked either for maintenance or by an unlock schedule. (Default=disabled).
For more information, see “Configuring doors” in the Security Center Administrator
Guide.

= Card or PIN. Applies to card and PIN readers only. The default for any card and PIN
reader is Card only; that is, only the card is used to grant access.

Select this option to allow Card or PIN; that is, either the card or the PIN can be used to
grant access.

NOTE To enforce Card and PIN; that is, both the card and the PIN must be used to gain
access, you need to configure the property of the reader in Config Tool. For more
information, see “Configuring doors” in the Security Center Administrator Guide.

= Degraded mode (Mercury, VertX). This option applies only to Mercury and HID VertX
interface modules.

In degraded mode, the interface module makes decisions on its own when the connection
to the SMC is lost. When this option is selected, the interface module unlocks the doors
for all credentials that match the specified Facility code (26 bits card format only) instead
of requiring a full match.

= Lock relay. This setting tells SMC to do one of the following:

« After door opened. Keep the door unlocked for a certain delay (HH:MM.:SS) after the
door opens.

+ When door closed. Immediately lock the door after it closes.
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Configure the unit-wide access control behavior

4 Click Save ().

All changes are effective immediately, except for Beep on access denied, Interlock single unlock,
and Card or PIN, which become effective only after a software restart.

After you are done: Continue, if necessary, with the next step in the "Configuration process
overview" on page 12.
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Configure the event logging options

Configure the event logging options

SMC can keep detailed logs of all access control decisions it makes in the troubleshooting logs.
These logs are turned off by default. You need to turn them on if you wish to view them in the
Troubleshooting report.

NOTE Events not related to normal operation, such as hardware, software, and network issues
are always logged.

1 "Logon to SMC" on page 6.

2 From the Controller Portal - Home page, click Logging.

3 Inthe Logging page, select the types of events you wish to log.

P hitps//100.. O~ @ CC X| . Controller Portal

€ Home Log off (admin) About Help Logging

Support logs

Enabled:

Activity events (Troubleshaoting)

=

Reader activity:

=

Input activity:

=

Output activity:

O

Access granted reasons:

=

Access denied reasons:

=l

10 linking:

=

Security clearance:

4 Enable the Support logs only when instructed by Genetec Technical Support. The link
Download support logs would appear in the Home page under the Investigation group.
Wait for the support technician’s instructions to download the desired log files.

5 Enable the Activity events for the Troubleshooting report.

These logging options provide more information for troubleshooting than what you get
from the generic Security Center investigation reports.

The activity events that you can log are:

= Reader activity. All reader events, such as card read, PIN entered, and when a reader
mode has been changed.

gtap.genetec.com | Synergis Master Controller Configuration Guide 2.1 24
EN.702.003-V2.1.B(2) | Last updated: December 11, 2013


https://gtap.genetec.com

Configure the event logging options

= Input activity. All input state changes.
= Output activity. All output state changes.

= Access granted reasons. All access granted events and the reason for doing so (granted by

access rule, REX, manual unlock, antipassback exemption, etc.).

= Access denied reasons. All access denied events and the reason for doing so (denied by
access rule, no rules to grant access, outside rule schedule, expired credential, inactive
cardholder, lost credential, stolen credential, unknown credential, etc.).

= IO linking. All 1O linking events related to hardware zones (arming and disarming).

= Security clearance. All changes to security clearance due to threat level activation and
deactivation.

NOTE All activity events are logged with the severity level set to “Information”. For more
information, see "Generate troubleshooting reports” on page 35.

6 Click Save ().

After you are done: Continue, if necessary, with the next step in the "Configuration process
overview" on page 12.
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Enrolling the SMC unit in Security Center

Enrolling the SMC unit in Security Center

Before you begin: "Configure the SMC’s network properties” on page 13

To enroll an SMC unit in your Security Center system, you must assign it to an Access Manager.
The Access Manager must be able to find the SMC units on the network, and the SMC unit
must be configured to respond to the Access Manager commands.

1 "Enable the Access Manager to connect to the SMC units" on page 26.

All new SMC units found on the same network segment as the Access Manager that has
never been enrolled before will automatically be added to the Access Manager. See "About
automatic discovery" on page 28.

2 If the SMC unit was added to another Access Manager before, then
= "Switch the SMC unit to a different Access Manager" on page 31.

3 If the SMC unit is not on the same network segment as the Access Manager, then
= "Add the SMC unit to an Access Manager manually” on page 28,

The SMC is connected to its designated Access Manager and will from now on, only respond to
commands issued from that Access Manager.

After you are done: Associate the peripherals (readers, inputs, outputs, etc.) controlled by this
unit to doors and zones defined in your system. For more information, see “Deploying
Synergis” in the Security Center Administrator Guide.

Enable the Access Manager to connect to the SMC units

You must configure the SMC extension with the same discovery port used by the SMC units on
the Access Manager to enable it to connect to the SMC units on your network.

Log on to Security Center with Config Tool.

Open the Access control task and select the Roles and units view.

Select the Access Manager role (@ ) and select the Extensions tab.

Under the extension list, click Add an item (g5).

In the Add extension dialog box, select SMC, and click Add.

In the extension list, select the SMC extension.

Under the list of Discovery ports, click Add an item (g3).

N & U v W N =

gtap.genetec.com | Synergis Master Controller Configuration Guide 2.1 26
EN.702.003-V2.1.B(2) | Last updated: December 11, 2013


https://gtap.genetec.com

Enrolling the SMC unit in Security Center

8 In the Discovery port dialog box, enter the port number configured on the SMC units.

m = e =

Identity Properties | Edensions Resources

e MW s

Advanced settings... |

Do not change the suggested default value (2000) unless it is reserved by your IT
department for a different purpose.

If you decide to use a different discovery port, you must change it on the SMC unit as well.
See "Change the discovery port on SMC" on page 28.

9 Click Create, then click Apply ().

After a few seconds, the SMC units that are newly introduced to your system (meaning that
they have never been connected to any Access Manager before) and found on the same network
segment as the Access Manager, are automatically added to the Access Manager. For more
information, see "About automatic discovery" on page 28.

After you are done: If the SMC units are not automatically added to the Access Manager, then
"Add the SMC unit to an Access Manager manually” on page 28.
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Enrolling the SMC unit in Security Center

Change the discovery port on SMC

The SMC unit and its Access Manager must use the same discovery port (default = 2000) for the
two to talk to each other. If you change the discovery port on the Access Manager, you must
change it on the SMC unit as well.

"Log on to SMC" on page 6.

From the Controller Portal - Home page, click Networks, then Network properties.

Set the Discovery port to the value used by the Access Manager.

At the bottom of the page, click Save ([).

W N -

About automatic discovery

Automatic discovery is how new IP units on the network are automatically added to Security
Center. The role responsible for the units broadcasts a discovery message on a specific port, and
the units listening on that port respond with a message that contains the connection information
about itself.

An SMC unit can be automatically discovered by the Access Manager role under the following
conditions:

o The SMC unit is using DHCP.

o The SMC unit has never been connected to any Access Manager before.

o The SMC unit and the Access Manager use the same discovery port.

o The SMC unit and the Access Manager are on the same network segment.

o The SMC unit is using the default logon username and password (admin/softwire).

In any other situation, the SMC units must be added manually. See "Add the SMC unit to an
Access Manager manually” on page 28.

Add the SMC unit to an Access Manager manually
Before you begin: "Enable the Access Manager to connect to the SMC units" on page 26.

The Access Manager must download the access control configuration of your system (areas,
access rules, cardholders, credentials, and so on) to the SMC unit so it can make all access
control decisions on its own. For this to happen, the Access Manager must be connected to the
SMC unit, at least once, if not all the time.

Log on to Security Center with Config Tool.

Open the Access control task and select the Roles and units view.

Select the Access Manager role (@ ), and click Add an entity (g5).

In the menu that appears, select Access control unit (43 ).

G s W N =

In the unit creation dialog box, click Unit type and select SMC.
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Enrolling the SMC unit in Security Center

6 In the Network endpoint group, enter the SMC unit’s hostname or IP address, as well as the
logon username and password.

The default username and password are admin and softwire if you have not changed them.
See "Change the logon password" on page 7.

IMPORTANT Do not change any settings in the Advanced controls group unless instructed
by your Genetec representative.

7 Click Next and select the partition the SMC unit should belong to.

8 Click Next and click Create.

9 Wait to see that the unit is successfully created and click Close.

10 Click Refresh (£3).

The SMC unit (43) appears under the selected Access Manager (@ ) in the entity tree. The
default entity name is the SMC unit’s hostname. From now on, this SMC unit will only respond
to the commands issued by this Access Manager.

NOTE Later, if you change the connection parameters on the SMC unit, you'll have to inform the
Access Manager about it. For more information, see "Keep the Access Manager in sync with the
SMC unit" on page 29.

Keep the Access Manager in sync with the SMC unit

Some SMC and Access Manager settings are not automatically synchronized. If you change any
settings about your SMC unit in Controller Portal, such as its logon password, its IP address, or
the way it responds to connection requests, then you must also change the same settings on the
Access Manager in Config Tool.

1 Log on to Security Center with Config Tool.

2 Open the Access control task and select the Roles and units view.

3 Select the SMC unit (&) you modified.
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4 Select the Properties tab to update the necessary properties.

s} = = ] | 8

Identity | Properfies | Portal Peripherals Health  Synchronizaetion  Location
Connection settings

Web address: | https://10.100.6.102/ 1 Use DHCP
) Ignore Web proxy

Username:

Pz

Discovered properties

Discovery port: 2000

Serial number: 005056992798
Firmware version: 2.1.518.0

General settings

¥ Use mixed mode

5 Under Connection setting, enter the parameters used to connect to this SMC unit.

IMPORTANT The following settings are all correctly initialized at the time the SMC unit is
enrolled in your system. Do not change these settings unless you changed the SMC settings
in Controller Portal after the unit has been enrolled, or a Genetec representative instructs you
to do so.

= Web address. Web address for contacting Controller Portal.
= Username/Password. Logon username and password.

= Use DHCP Select this option to instruct the Access Manager to contact the unit using
broadcast discovery packets. Clear this option to instruct the Access Manager to contact
the unit using unicast packets. (Default=depends on the SMC network settings at the
time of enrollment).

= Ignore Web proxy. Select this option to instruct the Access Manager to ignore the Proxy
Server settings on the server currently hosting the role. Clear this option to instruct the
Access Manager to follow the Proxy Server settings. (Default=cleared).

Under Discovered properties, the current settings returned by the SMC unit are shown.

Under General settings, configure the settings that are pushed from Security Center to

SMC.

Select Use mixed mode to have SMC make all decisions based on information downloaded
from Access Manager during unit synchronization. Access events are reported to Access
Manager in real time. (Default=enabled).

Clear this option to have Access Manager make all the decisions.
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Enrolling the SMC unit in Security Center
8 Click Apply to save your changes.

Switch the SMC unit fo a different Access Manager

Once an SMC unit is connected to an Access Manager, it only responds to that Access Manager.
If you want the SMC unit to respond to another Access Manager, you need to change its
Accepted Access Manager connections list to replace the old one or add the new one.

Before you begin: "Enable the Access Manager to connect to the SMC units" on page 26.

1 "Logon to SMC" on page 6.
2 From the Controller Portal - Home page, click Network.
The Access Manager settings tab appears.
3 In the New list field, enter the IP address of the new Access Manager.

= EoR )

QL/) & hitps://10.030213/ui O ~ & Cer..C X| # Controller Portal

€ Home Log off (admin)

8 Access Manager settings " Network properties

Accepted Access Manager connections
Current list: 10.100.6.51:[]

New list: |10.100.6.71|

6 To specify more than one IPv4 address, use the character ' as separator. Example: '10.1.0.0:10.2.0.1"

P i
-

4 At the bottom of the page, click Save ().

After you are done: If the SMC unit and its new Access Manager are on the same network
segment, the unit is automatically added to the Access Manager. If the two are on different
network segments, proceed with "Add the SMC unit to an Access Manager manually” on
page 28.
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Maintenance and froubleshooting

This section explains how to perform the basic maintenance and troubleshooting tasks on SMC.
This section includes the following topics:

e "Logon to SMC using the alternate IP address" on page 33

o "Check and upgrade the SMC firmware" on page 34

o "Generate troubleshooting reports" on page 35

¢ "Viewing and exporting system information" on page 37

o 'Restarting the SMC hardware or software" on page 41

o "Setting security clearance levels manually” on page 42

gtap.genetec.com | Synergis Master Controller Configuration Guide 2.1 32
EN.702.003-V2.1.B(2) | Last updated: December 11, 2013


https://gtap.genetec.com

Log on to SMC using the alternate IP address

Log on to SMC using the alternate IP address

Before you begin: Try logging on using the SMC’s hostname. See "Log on to SMC" on page 6.

If you are unable to connect to SMC using its hostname and you haven't yet configured its IP
address, use its fixed alternate IP address, which is 172.16.20.11 /24.

IMPORTANT All SMC units are configured in factory to respond to the same fixed IP address.
Never enroll an SMC unit in Security Center using this fixed alternate IP address.
Open a web browser.
2 In the browser’s address bar, type https://172.16.20.11.
You'll get a certificate error message.
3 Follow your browser’s on-screen instructions to continue to the website.
4 In the Synergis Master Controller - Logon page, select the interface language.

5 Enter the default username and password (admin/softwire), then click Log on.
The Controller Portal - Home page appears.

After you are done: "Change the logon password" on page 7 and continue with the next step in
"Configure the SMC’s network properties” on page 13.
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Check and upgrade the SMC firmware

Check and upgrade the SMC firmware

Before you begin: Find out from your Genetec representive the latest firmware version and
download it from https://gtap.genetec.com if necessary.

If your SMC unit does not contain the latest firmware, you must upgrade it before you deploy
your unit in the system.

1 "Logon to SMC" on page 6.

2 From the Controller Portal - Home page, click Firmware upgrade.

The current firmware version is indicated in the Firmware information box.

)| S https//100.. O - @ CC X| # Controller Portal

Firmware upgrade

ome Log off (admin) About Help

Firmware information
Current firmware: MasterContraller; Version: 2.0.5068.38; Build date: 2/18/2013 5:00:57 PM
Earlier firmware: MasterController Version: 2,0.5013.0; Build date: 1/19/2013 10:39:28 PM

Upload new firmware:

m

Select upgrade file. ‘S Revert to previous version

Upload file size is limited to 50 MEB.

The firmware file (release_<number>.smc) must
be located on your local drive.

T

3 If an upgrade is necessary, click Select upgrade file.
In the file browser that opens, select the firmware file (release_2.1_xxxx.yy.smc).

The .smc file must be located on your local drive.
5 Click Open.
SMC restarts. The upgrade will take a few minutes.

After you are done: Log back on to SMC to verify that the firmware has been upgraded.
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Generate troubleshooting reports

Generate troubleshooting reports

Before you begin: If you are investigating events related to normal operation, such as reader
activity, input activity, or IO linking, you must explicitly turn the event logging option on. For
more information, see "Configure the event logging options" on page 24.

1 "Logon to SMC" on page 6.

2 From the Controller Portal - Home page, click Troubleshooting.

3 In the Troubleshooting page, set the Query filters.

[F=1 BOR =)

AN
() [Lphitps200.. B = @ €& X| &y Controler Portal

€ Home Log off (admin) About Help Troubleshooting

Q Query filters Severity Physical source Logical source MessageID Date and ime _  Description Deta

Date and time

Time range mode: H
During the last: 1 s H

Severity on ¢

I

r € Information

2 é\ Waming
@ Error

2

M 4 m L] Displaying items 0 - 0 of 0

Click on a filter heading to enable or disable it.

= Date and time. Filter the events based on a time range (Absolute or Relative). All events
are logged using the unit’s local time zone.

= Severity. Filter on the event severity level.

= Source. Search for a text found in either the Physical source or the Logical source
associated to the event.

= Description. Search for a text found in the event’s Description field.
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Generate froubleshooting reports

4 Click Generate report.

The report appears to the right. For more information, see "Description of the
troubleshooting report" on page 36.

TIP Click Selection at the bottom of the page and select Hide to hide the query filers to create
more space to display the report.

After you are done: Click Export to save the report to a CSV file. The default file name is
Troubleshooting.csv.

Description of the troubleshooting report

The troubleshooting report contains the following columns.

Severity. Event severity level. The possible values are:

= Information. Useful information unrelated to any critical situation that could help
understand the context of another problem. For example, the unit clock has been
adjusted. All optional activity events are logged as information.

= Warning. Non-critical situation that may lead to more serious problems if left
unattended. For example, the disk is 80% full.

= Error. Critical situation that needs immediate attention. For example, the unit ran out of
disk space, therefore, logging cannot continue.

Physical source. Name, address, and channel of the interface module affected by the event.
Blank if it does not apply.

Logical source. Name of the Security Center entity (door, area, cardholder, etc.) affected by
the event. Blank if it does not apply.

Message ID. ID corresponding to the type of event.

Date and time. Event timestamp expressed in the unit’s local time zone.
Click on the column heading to sort the events in the reverse order.

Description. Short event description, such as “Access granted by access rule’, “Access

» «

denied, card & PIN timeout”, “Request-to-exit’, “Zone armed by schedule”, and so on.

Details. Additional details providing contextual information to the event.
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Viewing and exporting system information

Viewing and exporting system information

You can view and export the SMC’s status and configuration files for troubleshooting.

To view information on the SMC unit:

1

"Log on to SMC" on page 6.

2 From the Controller Portal - Home page, click System status.

5

€ Home

X Unit

=N Eo

(") = nitps/1003023/ui P ~

9 Cer..C X | # Controller Portal

About

Log eoff (admin)

" Networlk

Help

x {n} 5 23

Property name Property value

Hostname

Domain name

Number of CPUs

System type

RAM

Operating system
Operating system version
‘Windows image version
BIOS version

Systemn manufacturer
Firmware information
Discovery port

System uptime

Service uptime

Currently connected Access Managers

List of all Access Managers on this

discovery port and subnet
Offline log count

Number of configured channels

SMCO010F31A1764

WORKGROUP

2

32-bit

1.00 GB

Microsoft Windows Embedded Standard
6.1.7601

SMCv2.0.3

IntelR - 42302231 Phoenix - AwardBIOS v6.00PG Phoenix - AwardBIOS vB.00PG

PhoenixAward

MasterController; Version: 2.0.5068.26; Build date: 2/18/2013 5:00:57 PM

4012

28 days 2:30:21
0 days 2:09:32
10.2.10072

Not available

0
6

| %" Download configuration files | | I Export system information

Press F5 to refresh the information.

Select Unit to view the SMD unit’s hardware and firmware information.
For a description of the information displayed, see "Unit information" on page 38.
Select Network to view the SMC unit’s network configuration and status.

For a description of the information displayed, see "Network information" on page 39.

After you are done: "Download unit configuration files" on page 39 or "Export system
information" on page 40.
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Unit information

The Unit tab shows information on SMC’s hardware and firmware.

Property name

Property value

Hostname

Domain name

Hostname of the controller. The default hostname is the letters SMC
followed by the controller’s MAC address. The MAC address is the first
address on the label sticker on the controller module. For example, if
the label says 0010F31A1762, then the default hostname is
SMCO0010F31A176A.

Domain name.

Number of CPUs Should indicate 2.

System type Should indicate 32-bit.

RAM Should indicate 1.00 GB.

Operating system Should indicate Microsoft Windows Embedded Standard.

Operating system version

Windows image version

Operating system version.

Windows image version. If it shows “SMCv2.0.3”, then you must
upgrade the unit’s firmware before you deploy it in your system (see
"Check and upgrade the SMC firmware" on page 34).

BIOS version

BIOS version

System manufacturer

Should indicate PhoenixAward.

Firmware information

Version and build date of the SMC firmware.

NOTE Confirm with your Genetec representative that you have indeed
the latest version.

Discovery port

The discovery port used by the Access Manager roles to communicate
with this SMC unit.

NOTE The IP address of the Access Manager must also be known to
SMC for any communication to take place between the two.

System uptime

Time elapsed since the hardware was last restarted.

Service uptime

Time elapsed since the last software restart.

Currently connected Access

Manager

IP address of the Access Manager that is currently managing this unit.

List of all Access Managers
on this discovery port and

network segment

List of the IP addresses of all Access Manager roles that have, at one
time or another, been connected to this unit.
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Property name Property value

Offline log count Number of logged events not yet synchronized with the Access
Manager (when the unit is offline). Indicates zero when the unit is
online.

NOTE These are generic events reported to the Access Manager. Not to
be confused with the SMC’s own troubleshooting logs.

Number of configured Number of communication channels that are configured with interface
channels modules attached. SMC features three types of channels, IP, USB, and
RS-485.

Network information

The Network tab shows information on the SMC unit’s network configuration and status. SMC
has two network adapters. The information on each adapter is as follows.

MAC address MAC address of the network adapter.

IP address Current IP address.

Network Segment mask Current network segment mask.

Default gateway Current default gateway.

Preferred DNS server Current preferred DNS server.

Alternate DNS server Current alternate DNS server.

Network type Current network type.

Is operational Whether the adapter is operational or not: True or False.
DHCP enabled Whether DHCP is enabled or not: True or False.

DNS enabled Whether DNS is enabled or not: True or False.

See also "Configure the SMC’s network properties” on page 13.

Download unit configuration files

You can download your entire SMC configuration as compressed XML files for troubleshooting
purposes.
1 "Logon to SMC" on page 6.

2 From the Controller Portal - Home page, click System status, and at the bottom of the
page, Download configuration files.
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3 In the dialog box that appears, specify where you want to save the file, and click Save.

All configuration settings will be exported as XML files and compressed into a single file
named SmcConfigurationFiles.7zip. You'll need either winzip (included in Windows 7), 7-Zip, or
winrar to extract the compressed XML files.

Export system information

The information displayed in the Unit and Network tabs found in the System status page, as well
as the list of currently loaded DLLs (name, version, path) can be exported to a CSV file.
1 "Logon to SMC" on page 6.

2 From the Controller Portal - Home page, click System status, and at the bottom of the
page, Export system information.

The default file name is SystemInformation.csv.

3 Click Save (or equivalent command).
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Restarting the SMC hardware or software

Restarting the SMC hardware or software

You can perform a hard or a soft restart on the SMC unit. A hard restart, or hardware reboot, is

required when you are reconnecting or changing the four-port RS-485 module, or when you

experience hardware problems. A soft reboot, or a software restart, is rarely required explicitly.
SMC automatically restarts its firmware after you change the firmware version (see "Check and
upgrade the SMC firmware" on page 34). Manual software restarts are only used for debugging

or support purposes.

To perform either one of these operations:

1 "Logon to SMC" on page 6.

2 From the Controller Portal - Home page, click System restart.

The following page appears.

)| #https/100.. 0 - @ CE X | ¥ Controller Portal
€ Home

Log off (admin) About Help System restart

[8] Hardware reboot Software restart

3 Click one of the following:
« Hardware reboot. To restart the SMC hardware.

= Software restart. To restart the SMC firmware.
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Setting security clearance levels manually

Setting security clearance levels manually

Security clearance is an access control property used as part of the threat level management
solution in Security Center (see “Managing threat levels” in the Security Center Administrator
Guide). Both cardholders and areas are assigned security clearance levels. Cardholders can only
access (enter or exit) an area if their security clearance level is equal or higher than that of the
area. The security clearance level of an area can be raised because of a threat. This information
is normally synchronized automatically between Security Center and SMC by the Access
Manager.

Before you begin: The SMC unit needs to have been connected at least once to its Access
Manager for the list of the Security Center areas to be downloaded. For more information, see
"Enrolling the SMC unit in Security Center" on page 26.

If for any reason, the connection between the Access Manager and SMC is lost, you can set the
security clearance levels directly on the SMC unit until the connection is restored.

IMPORTANT This is a temporary measure to be used only while SMC is operating in offline
mode. When the SMC unit reconnects to its Access Manager, all the changes you made while the
unit was offline will be overwritten by the configuration in Security Center.

To set the security clearance levels manually:
1 "Logon to SMC" on page 6.
2 From the Controller Portal - Home page, click Security clearance levels.

The area hierarchy defined in Security Center appears in the left pane, including areas not
controlled by this SMC unit.

3 From the left pane, select the area you want to modify. Make sure that the perimeter doors
of the selected area are controlled by this unit.

The current security clearance of the selected area is displayed in the right pane (the
highlighted value).

NOTE Security clearance levels range from 0 (most rectrictive) to 99 (most permissive) in
Security Center. SMC only accepts values ranging from 0 to 7. Any security clearance level
downloaded from Security Center whose numeric value is greater than 7 is converted to 7 in

SMC. The same conversion applies to security clearance levels assigned to both areas and
cardholders.
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4 In the right pane, click the new security clearance level and click Save.

o |[-E | Sl

o Controller Portal

x {n vf i83

with the Access Manager.

s B ]

You can only change one value at a time.

SMC will use the value you set to grant access to this area to cardholders until the next

synchronization with the Access Manager takes place.
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Reboot, 41
RS-485 channels, 2

S
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SMC hostname, 6

Synergis Master Controller
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System restart page, 41
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generate report, 35
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Where to find product documentation

You can find our product documentation in the following locations:

o Installation package. The documentation is available in the Documentation folder of the
installation package. Some of the documents also have a direct download link to the latest
version of the document.

e Genetec Technical Assistance Portal (GTAP). The latest version of the documentation is

available from the GTAP Documents page. Note, you'll need a username and password to
log on to GTAP.

o Help. Security Center client and web-based applications include help, which explain how
the product works and provide instructions on how to use the product features. Patroller
and the Sharp Portal also include context-sensitive help for each screen. To access the help,
click Help, press F1, or tap the ? (question mark) in the different client applications.
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Technical support

Genetec Technical Assistance Center (GTAC) is committed to providing its worldwide clientele
with the best technical support services available. As a Genetec customer, you have access to the
Genetec Technical Assistance Portal (GTAP), where you can find information and search for
answers to your product questions.

¢ Genetec Technical Assistance Portal (GTAP). GTAP is a support website that provides in-
depth support information, such as FAQs, knowledge base articles, user guides, supported
device lists, training videos, product tools, and much more.
Prior to contacting GTAC or opening a support case, it is important to look at this website for
potential fixes, workarounds, or known issues. You can log in to GTAP or sign up at
https://gtap.genetec.com.

o Genetec Technical Assistance Center (GTAC). If you cannot find your answers on GTAP, you
can open a support case online at https://gtap.genetec.com. For GTAC's contact information in
your region see the Contact page at https://gtap.genetec.com.

NOTE Before contacting GTAC, please have your System ID (available from the About button in
your client application) and your SMA contract number (if applicable) ready.

e Licensing.
= For license activations or resets, please contact GTAC at https://gtap.genetec.com.
= For issues with license content or part numbers, or concerns about an order, please contact
Genetec Customer Service at customerservice@genetec.com, or call 1-866-684-8006
(option #3).
= If you require a demo license or have questions regarding pricing, please contact Genetec
Sales at sales@genetec.com, or call 1-866-684-8006 (option #2).

Additional resources

If you require additional resources other than the Genetec Technical Assistance Center, the
following is available to you:

¢ GTAP Forum. The Forum is an easy to use message board that allows clients and Genetec staff
to communicate with each other and discuss a variety of topics, ranging from technical
questions to technology tips. You can log in or sign up at https://gtapforum.genetec.com.

o Technical training. In a professional classroom environment or from the convenience of your
own office, our qualified trainers can guide you through system design, installation, operation,
and troubleshooting. Technical training services are offered for all products and for customers
with a varied level of technical experience, and can be customized to meet your specific needs
and objectives. For more information, go to http://www.genetec.com/Services.
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